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Abstract - Information-centric Networking (ICN) has garnered notable examination from
scholars and industry practitioners alike. In ICN, content caching is fundamental for enhanc-
ing security and optimizing data transmission. However, cache privacy becomes a concern
due to potential timing attacks that can exploit cache access patterns. This paper investi-
gates various techniques to mitigate timing attacks in ICN, categorizing them into delay-based,
detection-based, and caching-based approaches. Each technique offers unique strengths and
vulnerabilities. By analyzing existing literature and research trends, we highlight a clear view
of how ICN cache privacy continues to evolve and identifies ongoing challenges and open issues
in this domain. Through comprehensive exploration and evaluation of mitigation strategies,
this survey paper aims to contribute to a deeper understanding of cache privacy preservation
in ICN architectures. We outline future research paths and marks the barriers that still stand
in the way of stronger ICN cache privacy.
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1. INTRODUCTION

Named Data Networking (NDN) draws its blueprint from Content-Centric Networking (CCN)
principles [1]. In contrast to the Internet Protocol (IP) design, which is centred on endpoints,
NDN architecture puts the emphasis on content name which is made up with one or more
varying components that can be addressed and routed. The core innovation of NDN is the
spotlight being on the content itself rather than the host, and this is performed without the
need to tinkering with the transport layer network.

The most important breakthrough of NDN is its transition to a content-centric paradigm from
a host-centric based. NDN and IP both employ a layered hourglass architecture. While this
structure retains the symmetrical hourglass shape, it is important to note that each layer within
this architecture serves a unique and distinct set of functions [2].

Additionally, NDN lets routers store content locally, slashing retrieval delays and boosting
performance. However, this caching capability also presents a potential security vulnerability,



IJMIC Vol. 2, Issue 1, 1-15

as attackers may use the routers cache to request rarely accessed content to compromise the
network which known as cache pollution attack [3]. This type of attack can result in difficulty
and delaying to accessing popular content, as unpopular contents in the cache store increases,
proportionally decreasing the hit ratio of the router’s cache. NDN’s content-driven focus still
offers compelling possibilities for reimagining future Internet infrastructures [4].

This survey shines a light on the biggest unresolved security-and-privacy questions facing NDN.
While NDN/CCN dodges many of IP’s old vulnerabilities and proposed a new defenses, it also
raised fresh challenges. A handful can be fixed with current techniques, but other challenges
will call for more radical architectural overhauls.

In this survey, we explore cache privacy in NDN and offering a comprehensive look at the
topic. Content caching stands as an important feature in NDN, contributing significantly to the
enhancement of security protocols, efficient routing mechanisms, and data forwarding processes.
In Section 2, we explored cache timing attack, then we head into section 3 to cover how NDN
research tackles them. Those solutions fall into three countermeasures: introducing delays,
detection-based, and caching-based approach, at the same time outlining their strengths and
weakness. Beyond identifying the countermeasures, we also analyze the specific evaluation
metrics applied in each study which refer to quantitative measures in assessing performance
and effectiveness. Section 4, we contextualize our findings by charting yearly research trends
spotlighting outstanding challenges. Section 5, we deliver our concluding insights.

2. Cache Timing Attacks

Timing attack is inspired by previous work in DNS cache snooping [5] that is a leading and
effective privacy attacks in NDN [6] According to the attacker’s preferences, this attack com-
prises exploring caches for content and leveraging the time differences among both content that
has been cached and content that has been downloaded from a server to identify the content
source. The fundamentals of a timing attack are shown in Figure 1:

Consumer N
Router 1 Router 2 Origin Server
A

RlTacs

Attacker

Figure 1: Timing Attack

1. Attacker (A) request an unpopular content object Ci.

2. A then measure the Round Trip Time (RTT) for C1, A then estimates RTT(A-0S) where
RTT(a-08) is Cec retrieved from the Origin Server (OS).

3. Attacker request the same object C1 again.

4. As C1 cached at Router 1 Ri1, Ri1 responds with C1. RTT is measured and A estimates
RTT(A-R) where RTT(A-R) is satisfied C1 from the router.

5. Attacker query for the protected item Co.
6. Attacker collect RTT’ delay during the fetch Co.
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7. Attacker then observe RTT’ along with RTT(A-08) and RTT(A-R).

Once we compared RTT’ together with RT'T(a-0s) and R RTT(A-R), the attacker then determine
whether the request for C2 delivered by the original data store or by a cached copy. As can be
seen in Figure 1, with just one attempt, the adversary can tap a cached store and learn whether
the content’s been requested previously. Important to keep in mind that the content attacker
wants to attribute to the victim is not particularly popular. High-visibility content would be
no significance because it is requested frequently and by a huge number of user. While, low-
popularity content presents privacy issues. Such an attacker does not have to be particularly
creative and all it needs is NDN capability to push out Interests and pull in Data packet.

There is also a version where the attacker is a tracker-type, where they already narrow down
targets for individual victim, scours caches for sensitive file, then triangulates the victim via
a content first-hop router and infer the user’s whereabouts. This threat model presumes that
the attacker possesses the network topology, routing details, a stable set of compromised nodes,
and specific content name sought by the victim, as described in work [7].

The privacy of users in NDN is under serious threat from timing attack, which have the potential
to expose sensitive information such as consumer data, behaviour, and Internet usage patterns.
Furthermore, when the attacker and victim both use the same Internet Service Provider (ISP)
that are in close proximity, the attack can turn into a business intelligence threat, where the
attacker seeks to uncover the contents accessed by a rival company [8].

One of the main challenges in detecting timing attack is that the attacker behaves like a le-
gitimate consumer, generating valid requests for legitimate content. This makes it difficult to
identify malicious behaviour. Given the potential risks to user privacy, the prevalence of timing
attack in NDN is a significant concern that must be addressed. As such, this is a pressing issue
that must be addressed to ensure the safety and security of ICN users.

3. Timing Attack Mitigation Techniques

The ongoing investigation of the cache timing attack in ICN is a key area of interest for the
research community. Numerous approaches have been explored in the literature to address this
issue and improve cache privacy in ICN [9]. These approaches can be divided into the following

group:

3.1 Delay based approaches

(1) Delay the outset k requests before processing: The most effective countermeasure against
timing attack is to disable the caching features within the network. However, this action comes
at the cost of impeding the efficient of content delivery that ICN is designed to offer. Acs et al.
[10] investigated a timing attack in NDN, leading to the proposal of two mitigation strategies:
random caching and adding delay, aimed at mitigating timing attacks. In the development of
these mitigation approaches, authors account for two distinct types of traffic: interactive and
content distribution.

o Interactive: Interactive traffic refers to communication or data exchanges that occur
between two or more parties in a way that is typically more immediate and involves a
back-and-forth interaction.

e Content distribution: Content distribution traffic typically involves the delivery of
multimedia content or other types of data to multiple recipients. This can encompass the
distribution of large files, streaming video.
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In interactive content scenarios, it is essential for both consumers and producers to establish
an agreement on a shared secret key to generate specific content names. However, in the
context of content distribution, authors employed a producer and consumer-driven approach to
designate certain content as private. Subsequently, authors extends their research in work [11]
that demonstrating the effectiveness of mitigation strategies against timing attack and provides
empirical evidence through experiments.

Zhu et al. [12] introduced a protection mechanism for cache privacy. The primary objectives
of this is to differentiate between legitimate users and potential attackers by utilizing a Bloom
Filter. The proposed work focuses on two key ideas to preserve cache privacy: Firstly, the Bloom
Filter maps the content name carried in each incoming Interest packet to a specific address in a
multi-dimensional matrix generated by a suite of hash functions. Second, the approach appends
a descriptive tag to that content name, the tag explicitly records the exact permutation of hash
functions the Bloom Filter applied during the mapping process [13].

Since every permutation tag yields the same content name to a separate slot, routers can
separate one consumer from another, reading identity from the tag itself. The authors pitted
this strategy against the earlier work in [10]. Their tests indicate that the prior work keeps cache
privacy intact for NDN. Yet there’s a trade-off: the more hash functions the filter performed,
higher the chance that two tags collide, giving the name mapping stage a harder time.

Li et al. [14] introduced privacy-preserving based on Fragments Storage and Fragments Recom-
bination (FS&FR), aimed at enhancing privacy for user protection within CCN in mitigating
timing attack. To strike a balance between efficient distribution of private and non-private
content, they categorized content into three distinct levels: Highest Protection Level (HPL),
Normal Privacy Level (NPL), and Public Access Level (PAL). Their scheme was then compared
with the approach presented by Chaabane et al. [15]. The results demonstrated the schemes
effectiveness in reducing the risk of timing attack while maintaining a positive user experience.

Liang et al. [16] introduced a privacy protection mechanism for CCN called Content Privacy
and User Security Classification (CPUSC), which operates in three main phases. First, users
assign a privacy level to each piece of content, ranging from level 1 (low) to level L (high).
This classification determines how both interest and data packets are handled. For example,
content with higher privacy levels will introduce greater response delays for suspicious users,
and may not be stored in the router’s cache. In the second phase, the system evaluates each
user’s behavior by assigning them a “Trust” value, which acts as a measure of their security
level. Based on the user’s security level, routers apply a calculated delay before responding to
content requests. This means that users with lower trust scores (potential attackers) experience
longer wait times. While the scheme reduces average delay compared to standard routers, it
will potentially lowering content distribution efficiency and affecting overall user experience.

Agnihotri et al. [17] studied two types of attacks: timing attack and inference-based attack.
They addressed timing attack vectors, which considered conceivable threat in NDN. Authors
put forth an algorithm tailored to prevent timing attack and enhance the network’s security.
The work in [18], have proposed a solution to counter NDN Traffic Analysis, particularly against
proactive attack. Their approach involves measuring two key metrics: Hop-Count Delay and
the Round-Trip Time. They then compare these measurements to a pre-defined threshold.
Additionally, the authors have suggested another solution involving the examination of certain
prefix patterns. They have also recommended the inclusion of a "traffic morphing” field within
data packet as part of their countermeasures against traffic analysis. Combined, these methods
aim to reinforce both the protection and confidentiality of data traveling over NDN.

In summary, the aims of the schemes discussed in the previous work is to introduce delays
in content delivery to enhance cache privacy. However, each of these schemes comes with its



CrIMIC

IJMIC Vol. 2, Issue 1, 1-15

own set of drawbacks. For example, adding extra delay may require striking a balance between
privacy and latency, as users may have varying tolerance levels for delay in exchange for increased
privacy protection. Moreover, increasing the ”t” value can potentially disable caching features
and reduce the differentiation between private and public content, as previously discussed in
work [10] and [15]. Summary has been provided in Table 1. Furthermore, some of these
schemes might be vulnerable to detection by attackers employing repeated requests, potentially

compromising their effectiveness.

Table 1: Summary of applying delay for first k requests

ICN . .
Ref. Year Evaluation Metrics Strengths Weaknesses
Model
- The method addresses cache
privacy attacks by striking a - Each router must uphold
balance between caching the status of all contents
efficiency and privacy within its Content Store (CS),
Acs . preservation resulting in an additional
201 NDN he hit rat
et al.[10, 11] 013 Cache hit rate - This scheme has the potential  storage burden for the router
to offer measurable privacy - A client-oriented model
assurances while preserving the may not provide optimal
fundamental characteristics of control over the CS.
NDN
1) Comparison of - Permutation indication can
attack success
o cause overhead for new
Zhu probability Able to provide cache privac content
2018 NDN  2) Comparison of o P P 4
et al.[12] protection - As the frequency of attack
average RTT . . .
increase, the Round-Trip Time
3) Impact of will increase
relative attack rate
1) Round-Trip
Cui Delays - This method protects against - Higher delay for user
2019 CCN 2) Coefficient of timing attack while maintaining requesting the cached
et al.[19, 20] . . .
Variation distribution efficiency content

3) Average Delay

2) Applying delay for time t: Mohaisen et al. [21] suggests ways to prevent timing attack and
maintain privacy in ICN architectures by adding a ”delay” at the edge router, which adding
extra hops as noise to prevent timing attack. To further securing their mechanism, the author
suggests using vanilla algorithm that adds delay to the subsequent response that make it similar
to the response received from the origin servers, thus obscuring the timing pattern of the
content. The aim is to protect privacy by preventing attackers from measuring time differences
between cached and uncached content. It is essential to note that this approach is more complex
compared to the simpler scheme proposed in [10], which introduces delays solely in the initial
n interest packets at the edge router. In work [22], author assessed the effectiveness of the
proposed mechanism and highlights its limitations, which are detailed in Table 2.

Table 2: Delay-based approaches - Applying Delay for Time t

ICN

Ref. Year Evaluation Metrics Strengths Weaknesses
Model
1) Attack validation:
Round Trip Tlm? (RTT) - This method also removes the positive
2) How defences impact the . . . .
. impact of caching on the time required
Mohaisen 2019 NDN performance: Number of hops Reduces the to acquire content
et al.[21, 22] 3) How network conditions affect routing load 4

- With enormous number of users,

th fi : S d test . L .
© periormance: 1econa tes a per-client solution is not possible

using commercial campus network
4) Overhead evaluation on routers
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3.2 Detection-Based Approach

Excluding fields from requests is the most fundamental way to combat cache snooping attacks.
Ntuli et al. [23] introduced a reputation-based approach for detecting potential attackers. The
approach centers on closely examining attacker activity, tracking metrics like cache-hit rates
and the unusually high volume of interest requests. A trust coefficient is produced for every
host hanging off the gateway, and the smaller the coefficient, the bigger the suspicion.

On the other hand, reputation-based approaches discussed in work [24] offer a more comprehen-
sive solution. These methods not only detect but also mitigate cache and Pending Interest Table
(PIT)-centric attack. Furthermore, they seamlessly integrate NDN security schemes based on
credentials, providing a robust defense against a wider range of potential threats. However,
limitations of this approach is the failure to consider post-detection tactics, which can reduce
its overall efficiency in terms of enhancing network performance.

Gao et al. [25] put forward a technique designed for detecting and mitigating cache snooping
attack. This approach leverages user behavior analysis, akin to the methods discussed in [23]
and [10]. However, it offers distinct advantages, such as heavy Interest-packet inflow and overall
cache efficiency. Using these factors, the gateway router computes a credit score for all users
connected to it. If this credit score falls below a predetermined threshold, it signals the detection
of an attack.

Dogruluk et al. [26] introduced detection for timing attack that rely on cache hit ratio and
utilized it to mitigate the attack impact by identifying the attacker node exhibiting longer
latency. Building on their initial work, the authors extended their work in [27] by implementing
their approach using the ndnSIM simulator. They conducted a scenario involving timing attack
for ease of analysis and introduced an algorithm that examines two key metrics: Round-Trip
Time (RTT) and cache hit ratio to identify the attacker node [28].

The detection process involves two levels. The first level employs an RTT threshold, which
is calculated and updated for each consumer. The second level utilizes cache hit ratio to
identify the attacker node. If a node’s cache hit ratio surpasses the threshold, the NFD (Named
Data Forwarding Daemon[29] identifies the node as an attacker [30]. Conversely, if a node’s
cache hit ratio falls below the threshold, the NFD configures the node to employ random
caching. Additionally, when a node’s RTT exceeds the RTT threshold and its cache hit ratio is
significantly lower than the cache hit ratio threshold, the NFD configures the router to use the
Least Recently Used (LRU) policy.

In their subsequent work [31], the authors presented an alternative techniques to detect and
mitigate timing attack. Unlike their prior work in [27], which relied on cache hit ratio and
Content Retrieval Time (CRT) thresholds for identifying attackers during an attack, in In [31],
the authors introduced a detection method based on hop count increments when data passes
through an intermediate Content Store (CS).

A detection-based approach proposed in the work [32], in which detection established at the
routers and a delay is imposed only if there is a threat spotted. While implementing delay
with cache misses could provide customers with greater privacy, also reduce the effectiveness
of caches because the material although every on-path router already stores it, consumers still
face notable delays [33].

Yao et al. [34] put forth a detection scheme designed to preserve user privacy against timing
attack. They employ a machine learning technique utilizing a Recurrent Neural Network (RNN),
specifically the Long Short-term Memory (LSTM) model, to distinguish between malicious
attacks and legitimate requests. This novel scheme is coined as 'Detect Timing Attack with
LSTM’ (DTAL). The authors utilize four key inputs from the LSTM model, which include
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request frequency, cache hit ratio, types of requested content, and average request interval.

To evaluate their scheme’s effectiveness, the authors draw upon parameters calculated in their
earlier work [35]. In that study, they employed the Least Recently Used (LRU), that is cache
replacement policy and applied it to AS 3967 network topologies. In comparison to existing
methods such as [26, 27, 36], the proposed DTAL scheme demonstrates outstanding performance
across all parameters, outperforming baseline schemes by a substantial margin. A summary of
this approach key findings is presented in Table 3.

Table 3: Summary of Detection-based approach

ICN
Ref. Year Evaluation Metrics Strengths Weaknesses
Model
- The utilization of exclusion
Proposed approach identifies filters presents a challenge to
cache privacy attack by the spread deployment of NDN.
analyzing two key Additionally, the algorithm lacks
Ntulli behavioral parameters of a follow-up strategy on detecting
2012 NDN N/A
et al.[23] 0 / attackers: the high-interest rate  a snooper, hindering efficient
and high cache rate. This aids network performance
in the detection of timing - Do not provide guidance on
attack subsequent actions post-detection
processcompleted
Proposed solution effectively
Gao 2015 NDN N/A pre.serv‘e f:ache. privacy while The c.on.sumers pattern can
et al.[25] maintaining high network be mimic by the attackers
performance
Detection algorithms are used
to identify adversaries first,
allowing NDN routers to
Dosruluk implement random caching This strategy is practical only
ot agl [26] 2016 NDN N/A and this ensures network when most timing attack can
' efficiency remains unaffected be successfully detected
while effectively safeguarding
the cache against timing
attack
Author proposed solution to
identify patterns of tlr.nlng This solution decreases cache
attack, when pattern is .
efficiency due to redundant
Kumar detected a threshold number storage of content on all
2018 NDN N/A of times, author implement g .
et al.[32] on-path routers, leading to
a countermeasure by .
. . . significant delays for
introducing a delay in data
consumers
packet responses that
provide privacy for consumer
1) False Al i
) False . arm Ratlo Comparison with existing Complexity and processing
2) Detection Ratio . - -
Yao . . method show superior power increase with
2019 NDN 3) Classification . .
et al.[34] performance in terms involvement of complex

Accuracy
4) F-measure

of parameters calculated

calculations

3.3 Caching-based approach

Implementing caching should make the network run more smoothly and authors in [37] examine
these potential capabilities while taking into consideration the need to protect users’ private
content information. A few countermeasures to be taken in order to identify and stop infor-
mation breaches are also mentioned. While performance has improved, work in [37] only takes
into account caching restrictions that are dependent on prior communications.

Lauinger et al. [38] is one of the first that raise an issue of privacy in NDN. Author focused
on cache and name privacy, giving two possible countermeasures such as naive and selective
technique. Author also examines the possibility for caching to improve network performance
while also considering the necessity to protect users’ privacy-sensitive data. They also suggest
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several strategies for detecting and preventing information breaches. However, author only
addresses caching strategies based on previous communication and fails to mention the speed
gain. Author then further their study in a technical report in [37]. The caching-based approach
can be categorize into popularity, collaborative, and content-placement based approach.

1) Popularity-based caching: Popularity-based caching algorithms offer a viable means to en-
hance network caching performance while concurrently mitigating timing attack. Yang et al.
[39] introduced a privacy-preserving cache policy known as PPNDN within the context of NDN.
PPNDN employs popularity-based caching, where content is cached based on user visit fre-
quency. Specifically, when a predetermined threshold value for content popularity is attained,
the content is considered for caching at specific network locations [40]. The primary objective
is to preserve user privacy by employing cache probability at each router to determine cached
content based on its popularity. The Summary of the proposed mechanism is shown in Table 4.

Table 4: Summary of popularity-based caching

Ref. Year ICN Evaluation Metrics Strengths Weaknesses
Model
Yang 1) Cache hit ratio Lowering the cache time increases Caused the performance to
ot al.[39] 2018 NDN  2) Cache storage cache hit ratio and reduces content suffer since it is unable to
time provider burden reduce redundant caching

2) Collaborative caching: Jones at al. [41] proposed a collaborative caching approach [42] in pre-
serving user privacy. Their scheme involves dividing the network into clusters of interconnected
routers that function as aggregators for in-network cache. Notably, this mechanism takes into
consideration global privacy needs as opposed to individual user priorities. In separate work
authors in [43], the authors proposed a caching mechanism that enhances privacy by obscur-
ing the content accessed by each user. This approach involves caching the content at different
routers using an obscuring caching policy.

Their proposed mechanism focuses on designing an obscured caching policy for each individual
user, whereby content accessed by users is cached at various routers. An interesting aspect of
this mechanism is its use of off-path caching, making it possible for every network router to hold
the content locally. Furthermore, authors conduct a comparative analysis with work in [44] and
[41] for caching strategies. The mechanism utilizes off-path caching, which enables content to be
cached at any router. The authors compared their approach to existing caching strategies with
the work in [44] and [41]. Even with disabling the CS can prevent timing attack but caching is
necessary for content dissemination, as noted in [10]. The Summary of the proposed mechanism
shown in Table 5.

Table 5: Summary of collaborative caching based approach

Ref. Year ICN Evaluation Metrics Strengths Weaknesses
Model
This strategy resists timing attack
Jones 1) Interest satisfaction by randomly distibuting cached Routers collaboration will
et al.[41] 2020 NDN latency content at router which prevent impact the network
2) Cache hit ratio leaks about which downstream performance

user within cluster requested it

Off-path caching typically
entails extra settings and
entries in ICN models,
while on-path caching is
more straightforward

1) Impact of number of Proposed strategy outperforms
consumers in the network P 4 P

Sivaraman 2021 NDN 9) Cost incurred previous approaches, yielding
et al.[43] nearly optimal outcomes and

3) Impact on user count . e
) Tmp . shows superior cache utilization
on the efficiency

3) Content placement-based approach: Abani et al. [44] with work of centrality-based caching
to mitigate timing attack and preserve user privacy. In achieving privacy and anonymity, it is
essential to prevent attackers from identifying the content requester. With that, Anonymity
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Set (AS) is privacy metric used to obtained set of users that potentially requested the content
[45]. In the context of mitigating timing attack, the proposed mechanism aims to increase the
size of the AS for users, so attacker have difficult time in distinguishing user to associate with
the content that has been requested.

With larger AS, choosing the router that lies on the shortest path used and author proposed
using graph theoretic metric called Betweenness Centrality (BC) in process of identifying the
routers. Author aims to cache privacy-sensitive content on nodes with high BC value, thereby
preventing an attacker from tying any content to an individual user. Even with the proposed
mechanism provide only to cache low popularity content achieving higher privacy, the drawback
of the proposed mechanism is additional delay to privacy-sensitive content with it being cached
near the backbone router.

Building on this research, the author extended their work in a subsequent study in work [46]
where they present proactive caching to test of the ICN ability everywhere. Furthermore, the
author delves deeper into centrality-based caching in [47], focusing on the correlation between
BC and AS in transit-stub topology, specifically for mitigating timing attack. The summary of
the proposed approach can be seen in Table 6.

Table 6: Summary of content placement-based approach

ICN Evaluation
Ref. Year Model Metrics Strengths Weaknesses

- Betweenness-centrality (BC)
caching measures a node time on the

1) A b
) Average number shortest path connecting all network This leads to increased latency

of hops

. nodes. Author suggested caching for privacy-sensitive content,
Abani 2) Average access . N .
2016 NDN privacy-sensitive items on BC-high as these types of content are
et al.[44] latency . . .
nodes, difficult for attacker to cached in proximity to the
3) Cache success .
rate linking the content to user backbone routers
- It outperforms caching-based
methods
- Proactive caching reduces latenc
.. 8 Y - Author aims to minimize cache
for anticipated content and eases .
1) Latency . redundancy and retrieval delays.
backhaul traffic, mitigating L.
2) Average cache Inaccurate predictions can lead to
. . handover-related delays
Abani hit rate ) . delays and unnecessary storage
- The caching strategy retrieves .
et al. 2018 NDN  3) Server load . congestion.
. and stores content in the network, . . .
[46, 47] reduction . ) - It lacks instructions regarding
reducing latency for predictable .
4) Average hop requests. lowering server load the selection of content for
count d ’ & ’ retrieval and the process of

and minimizing cache

redundancy notifying nodes for pre-fetching

3.4 Comparative Evaluation of Countermeasures

To provide a clearer understanding of the strengths and limitations of various timing attack
mitigation strategies in NDN, this survey presents a comparative evaluation of key counter-
measures. While earlier sections discussed these techniques individually, a side-by-side analysis
allows for better assessment of their practical trade-offs in terms of performance, scalability, and
security impact. The evaluation criteria were chosen to reflect real-world deployment concerns,
such as latency sensitivity, computational efficiency, and scalability, especially in environments
like IoT where resources are constrained. Table 7 presents the comparison using a matrix format
to support deeper insight and facilitate future research decisions.

Delay for first k requests technique introduces artificial latency only for the initial k content
requests, thereby obfuscating early cache hits that attackers typically exploit. This method
offers moderate effectiveness, as it disrupts the attack window in its early phase but does not
protect against longer-term traffic analysis. It is highly scalable due to its simplicity and lack
of coordination requirements between routers and its computational cost is low since it only
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Table 7: Comparative evaluation of selected timing attack countermeasures in NDN based on effective-
ness, scalability, computational cost, false positives, and latency impact

. . - Computational False Latency
Ref. Technique Effectiveness ~ Scalability Cost Positives Impact
[10], [11], [12], Delay for first k . . .
[19], [20] requests Medium High Low N/A Medium
[21], [22] Delay for Time t Low-Medium High Low N/A High
[23], [25], [26], Detection-based , ) ] . ] ]
(321, [34] approach High Medium Medium-High Possible Low-Medium
[39] Popularity-based Medium High Medium N/A Low
caching
[41], [43] Collaborafive-based High Medium High N/A Medium
caching
[44], [46) [a7) ~ Content placement High Medium High N/A Medium

-based approach

requires basic request counting. However, it introduces a moderate latency impact for legitimate
users accessing less popular content for the first time.

Delay for time t approach applies a uniform delay to all interest packets, regardless of user
behavior or request history. While this introduces a timing buffer that can obscure simple
inference attack, it is generally considered to have low to moderate effectiveness, especially
against adaptive attackers who can normalize for fixed delays. Similar to the previous method,
it scales well and computationally lightweight, but it suffers from a high latency impact, making
it less suitable for real-time or delay-sensitive applications.

Detection-based approaches aim to identify and respond to malicious behavior through traffic
monitoring, user profiling, or anomaly detection techniques. These methods are typically the
most effective, as they target the attacker rather than the network. This will cost higher compu-
tational complexity and moderate scalability, as they often require per-user tracking, historical
analysis, or trust score calculations. These methods can also generate false positives, especially
in cases where legitimate user behavior resembles attack pattern. While they generally main-
tain lower latency for legitimate users compared to always-delayed mechanism, the weakness
lies in the system’s ability to balance detection accuracy with overhead. False positives are only
relevant to this approaches, as these are the only techniques that involve actively identifying
potentially malicious user and all other methods apply uniform policies.

Popularity-based caching is where the attackers are more interested in unpopular or privacy-
sensitive content. By adjusting cache behavior based on content popularity, this mechanism
reduces the attack surface while maintaining high performance for common content. It is
moderately effective, particularly against inference targeting low frequent requested content.
It offers high scalability and low latency impact, but requires moderate computational cost due
to the need for ongoing popularity content tracking or estimation.

Finally, collaborative-based caching involves routers working together to obscure content access
patterns by sharing caching responsibilities. This can help mask individual router timing be-
havior and enhance system robustness. It is generally considered highly effective, especially in
large-scale topologies, but it comes with high computational and coordination costs. Scalabil-
ity is moderate, as inter-router communication or cache synchronization adds overhead. The
latency impact can also be moderate, depending on the network structure and the level of
collaboration.

The content placement-based approach employs graph-theoretic metrics to determine optimal
cache locations for privacy-sensitive content and enlarges the a privacy metric that represents
the number of users who could have potentially requested the same content. This makes it

10
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significantly harder for attackers to associate a request with a specific user based on timing
observations. As a result, the method offers high effectiveness in mitigating timing attacks.
However, this privacy benefit comes with trade-offs: computational cost is high and latency
impact may be moderate to high, since content is cached away from the edge, increasing retrieval
time. Scalability is moderate due to the coordination needed across routers.

From an IoT deployment perspective, where devices are highly latency-sensitive and operate
with limited memory and computational resources, techniques like "delay for first k requests”,
“delay for time t”, and ”popularity-based caching” offer practical trade-offs between privacy
protection and system performance. These methods are generally lightweight and scalable,
though their effectiveness varies. The fixed delay approach, while easy to implement, may
offer lower privacy guarantees as attackers can adapt to predictable timing, and it introduces
consistently high latency, making it less suitable for real-time IoT use cases.

In contrast, detection-based approaches and collaborative caching provide stronger privacy by
actively identifying or obscuring attack vectors, but their complexity and resource demands
may limit feasibility in lightweight IoT settings. Similarly, the Content Placement-Based Ap-
proach—which uses Betweenness Centrality (BC) and Anonymity Sets (AS) to cache privacy-
sensitive content at strategically chosen nodes—delivers high privacy but at the cost of addi-
tional delay and computational overhead, especially when content is cached further from the
edge.

Therefore, selecting an appropriate countermeasure should be guided by the deployment context.
In constrained environments, a slightly reduced level of effectiveness may be acceptable in
exchange for lower latency and better scalability. However, for high-value or privacy-critical
IoT applications, hybrid approaches combining lightweight delay techniques with selective or
adaptive detection could offer a promising balance. As IoT continues to expand in smart cities,
healthcare, and critical infrastructure, addressing timing attacks will remain critical to ensuring
privacy and operational security in NDN-based deployments.

4. STATISTICAL ANALYSIS AND SUMMARY

To better understand the research landscape on timing attack mitigation in NDN, we catego-
rized the surveyed works based on their core mitigation strategies. As illustrated in Figure
2(a), delay-based approaches constitute the largest portion, accounting for 42% of all reviewed
papers. This indicates a strong early focus on straightforward delay mechanisms to obscure
timing attack. Caching-based techniques make up 32%, reflecting a growing interest in content-
aware mitigation strategies that balance privacy and performance. Detection-based approaches
represent 26%, showing moderate adoption of intelligent and behavior-driven methods. The dis-
tribution suggests that while simple delay mechanisms are the most explored, newer strategies
such as adaptive caching and anomaly detection are gaining momentum in the as mitigation
strategies.

Figure 2(b) provides a year-by-year breakdown of publications within each technique category,
highlighting evolving trends in research focus. Delay-based methods were predominant prior
to 2018, peaking with five papers published in earlier years and seeing a gradual decline in
recent studies. Detection-based approaches began to emerge more prominently around 2019,
signaling a shift toward smarter behavior-aware systems. Caching-based approaches have shown
increased activity in the 2021-2022, likely due to the rise of real-time applications such as IoT
where balancing efficiency and privacy is critical. These trends reveal a clear transition from
static to adaptive mechanisms, driven by the complexity of modern attack and the need for
scalable solutions.
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Figure 2: Stastical analysis for timing attack (a) Technique for mitigating timing attack and (b) Year
wise research article published

While this analysis presents insight into technique popularity and publication trends, one no-
table limitation is the lack of geographic distribution analysis. Understanding which regions or
institutions are leading research in timing attack mitigation could reveal global research gaps
or opportunities for collaboration. Additionally, future surveys could examine funding sources,
collaboration networks, and domain-specific deployments to contextualize technical trends with
socio-economic relevance. Nonetheless, the current data highlights how research emphasis has
shifted over time—from early reliance on delay-based solutions to more sophisticated, context-
aware techniques like caching placement and adaptive detection.

5. CONCLUSIONS

NDN stands out among other ICN proposal thanks to its content centric security which outclass
those in today’s TCP/IP stack. However, this shift exposes fresh threats. Our paper surveys the
recent methods, use cases, and research gaps in NDN privacy. We begin with NDN’s theoretical
footing and technical toolkit, survey advances in name-privacy defenses, and offer a data-driven
analysis of existing vulnerabilities. We conclude by spotlighting open challenges that call for
deeper security and privacy study.
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